loT and
Sensors

The Internet, Things;
touching you, touching me.




Welcome!

Your Instructor: Ryan (Ryan cosplays as a hardware engineer). sides are not his strong point.

What is happening: This is a loT quickstart course (with a focus on
hardware/code with extra sauce).

Goal: ~understand the hardware building blocks so you can DIY a solution vs
paying $$3$ for a proprietary thing that loses support in 3 years.

Is there lunch? Yes
Building FAQs: Coffee/ bathroom locations.

Wh y are you here? warning! possible ice breaker.

Ask questions any time! Dumb questions are encouraged.



[Learning] Road Map for Today:

0 NO O WODN -

: What is 10T?

. Exploring loT Hardware

. loT Hardware and Sensor Integration
. loT Communication with MQTT

. loT Network Layer

: Applications of loT

. Sensors in Manufacturing Automation
: open-ended code funtime ?




[Skill] Road Map

Electrical and
Electronic
Engineering

Involves the design and
maintenance of circuits and

devices essential for loT
systems.

Computer
Programming

Focuses on writing software
that enables devices to
communicate and perform
tasks.

U

=

Computer Science

Provides the theoretical
foundation and algorithms
necessary for data
processing and system
integration.

Internet Technologies

Covers the protocols and
infrastructure needed for data
transmission and connectivity.




[Skill] Road Map

... just the knowledge you need
to push forward through this course’s topics.

Useful knowledge comes from experience.
You have to build stuff.

Relax. Have fun, be curious.




loT Goals \/|

Understand the benefits.
Grasp some technical fundamentals of:
Computer Science: Memory, Processing,
IT: Networking basics (relax, nothing obscure)
Hardware: Microcontrollers, SoC, Sensors
Software: C/C++, Arduino IDE
ChatGPT: it writes and explains code for you.
MQTT: Publisher Subscriber Model
Play with hardware: Monitor Temperature over WiFi, toggle a relay.



Internet of Things

Definition, Scope, Importance.

The term 'Internet of Things' was coined by Kevin Ashton in 1999, to refer to
connecting the Internet to the physical world via sensors.

Connect the physical world to the internet using sensors.

Since then, the term has been used to describe any device that interacts with the
physical world around it, either by gathering data from sensors, or providing
real-world interactions via actuators (devices that turn on a switch or light an LED),
generally connected to other devices or the Internet.



Internet of Things ‘
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Internet of Things

Definition, Scope, Importance.

Examples!




Internet of Things

Scope, Importance.

CONNECT

The loT Technology Stack

The loT Decision
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Internet of Things
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Internet of Things

Definition, Scope, Importance.

O CONNECTED

ACTIVE pEVices 2 2020
DEVICES
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IS THE KEY TO
2015 2025 DATA IOT Success!

https://github.com/microsoft/loT-For-Beginners/blob/main/sketchnotes/lesson-1.jpg




Internet of Things

Definition, Scope, Importance.

1. Enhanced Efficiency and Automation

2. Improved Data Collection and Insights (Real-Time Decision Making)
3. Cost Savings

4. Better Health and Safety

5. Enhanced Connectivity and Convenience

PRO TIPs:

WHATEVER DATAYOU COLLECT, IS IT USEFUL?
BE COST CONSCIOUS ON SCALABILITY



Sh*ternet of Things ——

d - Follow

& @GE_Appliances won't let me use convection roast on

my new oven without connecting the oven to wifi. After a

PraCt|Ca| Ity U USGfUlneSS o string of profanities | reluctantly downloaded the app and
sat on the kitchen floor 10+ minutes trying to get it
ShOU/d we ? VS. COU/d we ? connected... unsuccessfully. The app is complete garbage

®6.49PM

CONNECT FOR THE LATEST S

@ 27K @ Reply (2 Copylink

Read 210 replies
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loT Hardware

Sensors. Things. Internet.

68F Publish: “Room is 68” Room under temp.
Action:



loT Hardware (custom?)

Hardware is easy?
But in the classroom,
simple/reliable wins.

SWS Data Switches




loT Hardware (what we are using)

Sense the physical world. Handle Data, publish to Internet.
Record Data, Action

"
- e

3Vo _SCL*~
00Pee®

VIN GND SDA

68F Publish: [‘Room is 68”] Room under Temp.
Action:



loT Hardware (custom)

A4988
DRV8871 Stepper Motor 45
DC Motor Drive
Drive Humidity

OLED
64x128 pixels

MP1584
buck

PWR in, ON/OFF
Reverse Polarity
Protection




loT Devices: Development Kit/ Hardware

Microcontrollers Single-board
Computers

Microcontroller

Vs
Microprocessor




loT Devices: Development Kit/ Hardware

Microcontrollers

+ + + + + +




loT Devices: Development Kit/ Hardware

Single-board Computers




loT Devices: Development Kit/ Hardware

Microcontrollers

+ + + +

Cost effective and versatile




ESP32 Hardware Detail ( $5 Wi-Fi Microcontroller)




ESP32 Hardware Detail ( $5 Wi-Fi Microcontroller)

THERE ARE LOTS OF ESP32 VARIANTS.

Not all pinouts (GPIO) order are similar.

Espressif Seeed Espressif Espressif Espressif Espressif Arduino

Systems... Technology... Systems... Systems... Systems... Systems... Development..  ABX00083...

$8.09 $4.99 $8.09 $5.06 $5.38 $8.74 $7.99 $21.00

DigiKey DigiKey DigiKey DigiKey DigiKey DigiKey Amazon.com DigiKey DigiKey

) PINOUT




loT Devices: Development Kit/ Hardware




loT Devices: Development Kit/ Hardware

Feature ESP32-WROOM-32 Arduino Uno (ATmega328P)
CPU Dual-core Tensilica Xtensa 8-bit AVR @ 16 MHz
LX6 @ 240 MHz
RAM 520 KB SRAM 2 KB SRAM
Flash Memory 4 MB (~125x more flash) 32 KB
Wi-Fi Yes (802.11 b/g/n) No
Bluetooth Yes (Classic + BLE) No
GPIOs ~30 (depends on module) 14
ADC Resolution 12-bit 10-bit
DAC 2 x 8-bit DACs No
PWM Channels 16 6

Price ~$8-12 ~$3-10



Computer Fundamentals: Memory Types




Computer Fundamentals: Memory Size

terabyte (TB)
gigabyte (GB)
megabyte (MB)




Computer Fundamentals: Memory Size

1080P movie
50GB

kilobyte (KB)
The I.etter ‘A byte (B)
inbinary =

01000001 bit (b)



Computer Fundamentals: Memory Size

39,300 times larger




Sensors Example (Collects data from something)

SHT45 (Temperature/Humidity) Infrared Receiver
Microswitch

-
3Vo SC
COXCX XX

VIN GND SDA




loT Hardware: Sensors

Hardware that can touch the physical world.

$ Vo str™
XXX

VIN ~GND SDA




loT Devices (Sensors)

What “sensors” do you have?

What can you sense?




loT Devices (Sensors)

What senses can be detected by hardware?

Human Sense | Application

Taste Chemical Detection, PH level, Salinity

Smell Vapor (VoC), Smoke,
Particulate Detection [gas]

Touch Physical [impact, force, pressure], Heat,
Distance, Roughness, Capacitance

Feel Gravity, Acceleration, Orientation/ Direction,
Voltage, Current, Magnetic Orientation

Vision Light, Color, Infrared, Motion, Point Cloud
Map,

Hear Sound, Vibration, Noise, Ultrasonic Echo,




Sensors Critical Thinking

What sensors are in a dishwasher?




loT Hardware: Review/ Questions?




Actuators Example (interacts with something)

Servo Motor Relay




Arduino Integrated Development Environment (IDE)

(& Blink | Arduino IDE 2.3.2

’ ¢ NodeMCU 1.0 (ESP-12E ... ~ $ ol

Blink.ino
setup() {

pinMode (LED_BUILTIN, OUTPUT);
}

loop() {
digitalWirite(LED_BUILTIN, HIGH);
delay(1000);
digitalWrite(LED_BUILTIN, LOW);
delay(1000);
}

o indexing: 54/86 In1,Col 1 NodeMCU 1.0 (ESP-12E Module) on COM3 [not connected] 0



General Purpose Input/Output (GPIO) Pins




ESP32 DEVKIT V1 - DOIT

version with 36 GPIOs

i * [ GPI023 | [ VsPIMOSI |

) |[Anci cho | GPio3s | I [GPi022 | (Ti2€ScL ]
(TRTC_GPIO3 | Sensor VN |( ADC1CH3 |[(GPIO39 | (UARTOTX |
[input only | [CRTC_GPIOA ) ADC1 CH6 | ([GPIO34 [_GPIO3 | [ UART O RX |
_Input only || RTC_GPIOS || ADCICH7 || GPIO3S | L} | GPIO21 || l2CsDA |
[ RTC_GPIos | (TToUCHI | ( apca cHa |[GPIO32 | _GPIO19 | [VSPIMISO |
[[RTC_GPios |(_ ToucHa |[ aDC1cHs |[ GPIO33 | (Grio18 | vsPicix |
[[RTC_GPIOG | DAC1 | [(ADC2 CH8 | GPIOZ25 |
((RTC_GPIO7 |[_ DAC2 [ ADC2CHY
RIC GPOA7_|(TTOUCH7 |[ ADC2 CH7 | [ GPIO27
[ RTC GPIo16 | [ HSPICLK | (T ToUCHE |[ ADC2 CH6 |
[ RIC.GPI015 | HSPIMISO | [ ToucHs || ADC2CHS | GPIO12
[ RTCGAO14 [ HsPI MOs | ToucHa | [ apca cHa || GPIO13 |
* ([SHD/SD2T) | GPIo9
* [SWBJSP3) ( GPIO10 |
* [IESe/emBl ( Gpio11 |

ESP-WROOM-32

e o o o

Ll GPIO5 [ vseicso |

_GPIO17 | UART 27X |
RandomNerdTutorials.com * [ECECHENELTS
[(Grioa || ||_TOucHD || RTC GROI0 |
((GPIO2 | ADC2 cH2 |(TToUCHZ | [CRIC.GHOL2
[ GPI015 | [(ADC2 cH3 | [ TOUCH3 |( HsPicso | [TRTC GROLS |
‘GPIOD | [ ADC2cH1 | [ TOUCH: | [RIC GRoal |

e © o © & o ¢ @& ¢ o o

* Pins SCK/CLK, SDO/SDO, SDI/SD1, SHD/SD2, SWP/SD3 and SCS/CMD, namely, GPIO6 to GPIO11 are connected to the
integrated SPI flash integrated on ESP-WROOM-32 and are not recommended for other uses,




Hardware _ Fmbeddedilosh  Bluetooth Radio

T link Bluetooth

(Functional Diagram) 2 controller  baseband RF receive

Communication protocols I’ Bl Clock generator
for 125 Wi-Fi ‘

baseband RF transmit

wired GPIO and wireless SDIO
interfacing. UART

S— N

Core and memory Cryptographic hardware
CAN acceleration

We are using i2c and WiFi Dual- or single-core
Xtensa 32-bit LX6 SHA RSA

microprocessor

ROM SRAM
Temperature sensor

Touch sensors
RTC and low-power subsystem

Cini2 ULP Recovery

SAR ADC co-processor memory




Arduino Integrated Development Environment (IDE)

& Blink | Arduino IDE 2.

File Edit
| ¢ NodeMCU 1.0 (ESP-12E .. + W O
Blink.ino
X -
setup() {
pinMode(LED_BUILTIN, OUTPUT);
}
loop() {
digitalWrite(LED_BUILTIN, HIGH);
delay(1000);
digitalWrite(LED_BUILTIN, LOW);
delay(1000);
}

o indexing: 54/86 In1,Col 1 NodeMCU 1.0 (ESP-12E Module) on COM3 [not connected] [0



Digital Pins: Output Vs Input

ledPin = 13;
pinMode (LEDpin, OUTPUT) ;
digitalWrite (ledPin, HIGH) ;

Tip! Max current drawn per GPIO = 40mA

buttonPin = 2;
pinMode (buttonPIN, INPUT) ;
If (digitalRead(buttonPin) == HIGH)
{digitalWrite (ledPin, HIGH) ;}

Tip! Do not exceed 3.3V (working voltage of board).




Arduino IDE:

Libraries

Board manager
Dark theme
COM ports

Serial Monitor

\Whaaaaaaaaaat?

& matt_esp32_SHT45_OLED_thingsboard.io_secure | Arduino IDE 2.3.2

‘ ¥ ESP32 Dev Module v W 0O

LIBRARY MANAGER mqtt_esp32_SHT45 OLED_thingsboard.io_secure.ino e

oled gyver

Type:
Topic —

GyverOLED by
AlexGyver. ..

<WiFi.h>

<Adafruit_NeoPixel.h>

"Adafruit_MQTT.h"

"Adafruit_MQTT_Client.h"

<ArduinoJson.h>

"Adafruit_SHT4x.h" --- SHT45 Sensor Librar
#include <Adafruit_INA260.h>
Adafruit_INA260 ina26@ = Adafruit_INA266();
" #define INA26©_ADDRESS @x41 Exa e S
Creating a menu in your project o

for SSD1306/5SH1106 OLED 2 PRGNS STl
display The library itself uses... 33 GyverOLED<SSH1106_128x64> oled;

Fast and light library for
SSD1306/SSH1106 OLED display
Fast and light library for...

GyverOLEDMenu by
gewisser

#define LED_COUNT 4

microLED by AlexGyv
alex@alexgyver.nu>

Light library for addressable X P e e X
LEDs Light library for £ Adafruit_NeoPixel pixels(LED_COUNT, LED_PIN, NEO GRB + NEO_KHZ86@);

addressable | FDs
Ln18,Col 26 ESP32 Dev Module on COM3 [



Analog Pins: Output (PWM) vs Input

ledPin = 13; potPin = 13;
pinMode (LEDpin, OUTPUT) ; (analogRead (potPin)
analogWrite (ledPin, 127);

ADC Sensitivity = 12-bit resolution (2'2)
3.3V /4096 = 0.008v

Always read your device’s datasheet for details.

Max current drawn per GPIO = 40mA




Temp and Humidity Sensor (SHT45)

Talks over i2c.

I?C (Inter-Integrated Circuit) is a two-wire serial communication protocol used to
connect low-speed peripheral devices (sensors, displays, etc.) to microcontrollers
(like Arduino, ESP32, etc.) over short distances.

-Short range (1 meter)
- Slow (400khz) USB 1.0 is about 10x to 100x faster.

3Vo

0ee® 0
VIN ~GND _SDA




Temp and Humidity Sensor (SHT45)

Upload code to ESP32, watch the serial monitor



JSON

JSON (JavaScript Object Notation) open standard file / data interchange format
that uses human-readable text to store and transmit data objects consisting of
name—value pairs and arrays (or other serializable values).

"first name" "last name" ,



JSON format example

{
"first name": "John",
"last name": "Smith",
"is alive": true,
"age": 27,
"address": {
"street address": "21 2nd Street",
"city": "New York",
"state": "NY",
"postal code": "10021-3100"
}
}

Explanation: It's text labels & text with formatting.
Objects, arrays, and values.



What is MQTT ?

Broker

(something free
for convenience)

(&) mosavitto

#define AIO SERVER

"test.mosquitto.org”



MQTT is kinda like the post office



MQTT with our Hardware

Broker

(something free
for convenience)

(&) mosavitto

#define AIO SERVER

"test.mosquitto.org”



Client Toolbox: MQTTX

& MQrTX
File Edit View Window Help

VVmKey + “MQTTX,, @ Connections

esp32@test.mosquitt...

& o School Apps  Documents

Best match

MQTTX
| ® ..




Connect to Broker

‘ test. mosquitto.org

1883 : MQTT,
unencrypted,
unauthenticated ( mqttx_08a8caac




Subscribe to a topic.

I /feeds/temperatu... QoS 0

Topic

feeds/temperature




Subscribe to all topics.

1) Subscribe to the topic “/feeds/#”

2) Change the incoming formatting te” |

Payload

DynamicJsonDocument doc(1624);

doc["
doc["
doc["
doc["
doc["

is a JSON string

[feeds/#

sensorType”]= “"DHT22";

Location”]= "MFI Office"; =
temperature”] = tempEvent.temperature; 3 ;iiﬁ'zijé seconds’
humidity”] = humEvent.relative humidity;
uptime”] = String(millis()/1000)+ " seconds”;



Publish to Device

—_—

Subscribe to the topic “/feeds/LEDpin”

)
2) Switch to Published tab.
3) Type in the Topic “/feeds/LEDpin”
4) Send the message “0” or “1”




Broker Services (Dashboard)

L

@ Home

> [ Bookmarks

> ¢ Starred

v |gg Dashboards
Playlists
Snapshots
Library panels
Public dashboards

> @ Explore

> QA Alerting

v @ Connections
Add new connection
Data sources

> (& Administration

Home > Dashboards > Server Room

in]

Q Search or jump to... @ ctrivk + v ® M .a.

R

@ Last24hours v Q

w 8
O Refresh v
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Review Topics!

What are loT benefits?
Explain some technical fundamentals of:
Computer Science: Memory, Processing,
IT: Networking basics (relax, nothing obscure)
Hardware: Microcontrollers, SoC, Sensors
Software: C/C++, Arduino IDE
ChatGPT: it writes and explains code for you.
MQTT: Publisher Subscriber Model
What does our hardware do: Monitor Temperature over WiFi,

toggle a relay.



